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Busting the Paper Ballot: Voting Meets Adversarial Machine Learning [In-person]

We show the security risk associated with using machine learning systems
in the application of United States election systems. Counting votes in a
paper ballot involves a binary classifier that decides whether a
\emph{mark} does or does not appear on a \emph{bubble} associated to
an alternative in a contest on the ballot. We show that classification
techniques like support vector machines, basic convolutional neural
networks, ResNets, and transformers are vulnerable to input
manipulation, commonly referred to as adversarial examples, both in the
virtual and physical world where they are printed and scanned.
Adversarial examples are challenging to produce in the physical domain
but remain a viable attack vector that can change the outcome of election
races with small margins of victory.
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